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The CINI Cybersecurity National Lab

= 450+ researchers
> 50+ Nodes
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The Italian Cybersecurity Research
Ecosystem
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Cybersecurity Research
-

Main activities

= Community building
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= |TASEC National conference

> Community bUIldmg - 900"‘ attendees




[talian Committee for

Cybersecurity Research

- Save the date:

= Community building

TASECI9

ITALIAN CONFERENCE ON CYBERSECURITY

Pisa, 12-15 February 2019

cimi
S Cybersecurity National Lab
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Main activities

-~

= Talent scouting
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CyberChallenge.IT

Training program in
cybersecurity
for students from 16 to 22
vears




[talian Committee for
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> Talentsco(Jting ) “ EHAI'I'ENEE

CyberChallenge.IT
= 2018 edition:

> 8 Universities involved

= 1,900+ student registered, from high
schools & BS’s

= 160 selected
= 4 months of courses/training
> Final CTF on June 27th
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Main activities = National cybersecurity
framework

= In cooperation with NIST (USA)

= Customizations for:
> SMEs
> Energy domain
> Hospitals
> GDPR (next December)

> LX X}

= Frameworks
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Main activities

Community building
Talent scouting
Frameworks

= White Books
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Main activities = MS curricula

= Continuous education
= Cyber Hygiene
= Cyber Essentials

> Education & Awareness
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One of its ultimate goals

= Contributing to
setting up the Italian
national network of
interconnected
centers, including:
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One of its ultimate goals

= Contributing to - ig_e ional Centeg in '
setting up the Italian ~ Fijngea) Y (Regionaty
national network of ~ Competence Centers
interconnected (Funded by the Industry

4.0 National Plan)

>~ Network of specialized
academic Cyber Ranges

centers, including:



A Regional Center for Cybersecurity

1 C3T

' YBERSECURITY TOSCANO

CENTRO DI COMPETENZA TOSCANO
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UNIVERSITA DI P1SA D1 SIENA

* Created as a

collaborative project
among five research
institutions in Tuscany

» After the signature of

an agreement with
Regione Toscana for
collaborations on
cybersecurity matters
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CYBERSECURITY TOSCANO

The activities of C3T will be accomplished by researchers from:

e Scuola IMT Alti Studi Lucca

e Dipartimento di Ingegneria dell'Informazione dell'Universita di Pisa

e Dipartimento di Informatica dell'Universitd di Pisa

 Dipartimento di Statistica, Informatica, Applicazioni dell'Universita di Firenze

e Dipartimento di Ingegneria dell'Informazione dell'Universitd di Firenze

 Dipartimento di Informatica e Matematica dell'Universita di Firenze

 Dipartimento di Ingegneria dell'Informazione e Scienze Matematiche
dell'Universita di Siena

o |stituto di Informatica e Telematica del CNR di Pisa

e Istituto di Scienze e Tecnologie dell'Informazione del CNR di Pisa



Governance e

CENTRO DI COMPETENZA
CYBERSECURITY TOSCANO

* Comitato di Indirizzo — Steering Committee

with a delegate of the Rector/Director/President of each member
institution

* Comitato Tecnico Scientifico — Technical and Scientific Committee
with one representative from each department/institute involved

* Direttore — Director

appointed by the Steering Committee and representing publicly
the Centre and coordinating the activities of the two committees



www.c3t.it e

CENTRO DI COMPETENZA
CYBERSECURITY TOSCANO

C3T carries out research and technology transfer activities in the
field of information security with the aim of informing, raising
awareness and responding to the needs of

Small and medium-sized enterprises
Public bodies

Professionals

Citizens

on how to know, understand and react to cyber security threats
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CYBERSECURITY TOSCANO

* C3T offers support to Tuscan PA and SMEs for the identification of
ICT vulnerabilities and threats and for the assessment and
enhancement of defence capabilities on the basis of cybersecurity
needs detected through a Tuscan Observatory on Cybersecurity

* C3T contributes to the development of tools to verify companies'
compliance with GDPR and provides support to ensure its correct
interpretation and implementation

« C3T advises on software certification services, an indispensable
tool for ensuring reliability and competitiveness
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CYBERSECURITY TOSCANO

* C3T contributes to the preparation of research and technology
transfer projects, in response to regional, national and European
calls by member institutions and other Tuscan institutions

* C3T supports the Region of Tuscany in the definition of funding
programs starting from the analysis of the cybersecurity needs of
Public Administrations and Tuscan SMEs

* C3T collaborates with the Region of Tuscany in the preparation of
training and education programs on cybersecurity
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